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BLOCK

SEL-CLOSE
SEL-OPEN
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= Life cycle of Power System Equipment, Protection, Automation and
Control Systems (PACS) and related intelligent electronic devices
(IEDs) are very different:

v Primary equipment life cycle: 40-60 years
v PACS life cycle: ~20 years
v |IEDs production life cycle: 10 — 15 years

= Continuous evolution of functionality embedded in IEDs
v Retrofitting along life cycle forces re-configuration of PACS
* L arge-scale integration of renewables and distributed generation are

requiring more flexibility in applying PAC functionalities along the life
cycle

v Software applications need to become independent from hardware

! For el pystem papartise
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New approaches and architectures for PACS

= Separation of PAC application functions and hardware

v
v

New approaches in design, commissioning and maintenance
New architectures for IEDs and PACS

= New features and expected benefits like:

ANANANA S

v

Portability of application functions between different hardware platforms
Flexible re-allocation of functions

Cost-efficient redundancy approaches

New levels of scalability from multiple devices to “station in a box”

New system management approaches over the entire life cycle supporting efficient
operation and new business models

Enabling future evolutions towards cloud-based applications

= Key elements of function independent from hardware

AN

AN

AN

Separation of hardware related to process |0 from hardware executing application
functions

Using standardized data modelling supporting the virtualization of functions and related
information exchange independent from hardware and communication protocols

Improved reliability by using redundant communication between distributed functions (e.g.,
process |0 and application functions)

Definition of scalable hardware and software platforms hosting application functions
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Test of PACS with FIH

Virtualized |IEDs are hardware independent and would
allow in principle to be deployed and simulated in full-
scale on a temporary hardware allowing a full system

test

Together with a model-based software-in-the-loop
testing systems a full functional and communication
test could be achieved (both could be seen as digital
twins)

Tests could start before final hardware is manufactured
and assembled

Tests with final hardware should validate the specified
performance

NYYYIAT
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Testing stage Implementation in case Testing site Comments
of FIH

Function testing Implemented virtually Lab May include function
interoperability
testing

Functional Subsystem Implemented virtually Lab

verification

Functional System verification Implemented virtually Lab

Performance testing after Implemented physically Factory/Site

deployment on target
hardware

Communication testing
between physical IED

Implemented physically

Factory/Site Here simplified test
program will be
enough because all
communications are
tested during system
verification.

System validation

Implemented physically

Site

Example: Testing stages

@ agre

For power system expertise
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OMICRON Test Universe

\/C Test Modules
' & Tools

Test Modules

Stand-alone Startup

T QuickCMC

™ Ramping

ANl Pulse Ramping

¢ State Sequencer
A& Advanced TransPlay

+, Annunciation Checker
“_ Overcurrent

%] Distance
\_ﬂ Advanced Distance

/Wl Starting

¥ %- Autoreclosure

Test Tools

Addi | Applications

Enerlyzer (CMC 256/356)
[ Enerlyzer Live (CMC 430)

Network Simulation

System-based Protection Testing

Configuration Modules

Configuring CMC Test Set Features

%< Power F= CB Configuration =% RelaySimTest
“} Advanced Power 8= AuxDC Configuration ms MNetSim

) ) ) IS0 Connect f Transient Ground Fault
Single-Phase Differential

%] Diff Configuration
Diff Operating Charactenstic
Diff Trip Time Charactenstic

IEC 61850 Data Management

Testing Power Uility Communication Asset and Test Set Management

SHE ARG et G GOOSE Configuration B ADMO

Sampled Values Configuration
IEC 61850 Client/Server Device Link

Test Set Association

| Synchronizer

Meter
Transducer

PQ Signal Generator EF Dewvice Link

TransPlay Harmonics Polanty Checker OCC Batch
Binary 1/O Monitor 0/C Charactenstics Grabber Fg CMControl P

OMICRON

Ll
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OMICRON’s PTT

%Y B s =

OMICRON

Protection Testing Library (PTL)

-- all vendors -- (538) A -- all applications - (536) A

Fulltext Search n

Showing 1 to 25 of 536 entries

Relay Vendor Application Date (yyyy-mm-dd) -
(] AQ-F255Av2.5.7.1 Feeder Arcteq Feeder 2024-10-28 NEw
(] AQ-F255R v2.5.7.1 Feeder Arcteq Feeder 2024-10-28 NEW
(] AQ-F2555 v2.5.7.1 Feeder Arcteq Feeder 2024-10-28 NEw
(] AQ-F255V v2.5.7.1 Feeder Arcteq Feeder 2024-10-28 NEW
(] 411L R127 Line SEL Line 2024-10-25 NEw
o 411L-1 R127 Line SEL Line 2024-10-25 NEw
(] 411L-A R131 Line SEL Line 2024-10-25 NEw
o 411L-B R131 Line SEL Line 2024-10-25 NEw
(] 421 R317 Line SEL Line 2024-10-25 NEw
(] 421-1 R317 Line SEL Line 2024-10-25 NEw
(] 421-2 R317 Line SEL Line 2024-10-25 NEw
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Insert Text View

a2 12 NN

ON Control Center - Schneider N M P42 B1 Transformer RAX

& Cut %2 - * £5. @ Manual Asscssment - | ELOPen
oy L1 » L . d +i0K]
[ | Copy X = Test Options
Start/Continue Clear | Stop Pause | Start/Continue Clear | SetAll | Report [=|Comment i
[ Paste - Al Al Reports ™ | Settings * o Verify -
Clipboard Test Execution Test Documentation Extras

i Schneider MiCOM P642 B1 T... %

= A[E} Schneider MiCOM PB42 B1 Transformer RAX.occ

P§42315DBMOB20L
Hardware Configuration
Connection Diagram
- M Instructions

# M Wiring Test Infarmation

P Wiring Test

(B Initial Test

i [ Differential Protection Side 1and Side 2
- E M Current Protection Test Information

@ [ Overcurrent Protection Side 1
- [ [ Overcurrent Protection Side 2
[ Overcurrent Pickup and Dropout Side 2 A-B-C
[ [ Overcurrent Trip Times Side 2 A-B-C
- [ [ Earth Fault Protection Side 1 (EF Input derived)
-E1 8 Earth Fault Pickup and Dropout Side 1 A-N
-0 8 Earth Fault Trip Times Side 1 A-N
- [ [ Earth Fault Protection Side 2 (EF Input derived)
[ Earth Fault Pickup and Dropout Side 2 A-N
I [ Earth Fault Trip Times Side 2 A-N
-5 [ Earth Fault Protection Side 1 (EF Input measured)
- M Earth Fault Protection Information

[ Hardware Configuration
- Connection Diagram Earth Fault Side 1
/[ Earth Fault Pickup and Dropout Side 1 A-N
I [ Earth Fault Trip Times Side 1 A-N
i [ Earth Fault Protection Side 2 (EF Input measured)
i M Earth Fault Protection Information
Hardware Configuration
Connection Diagram Earth Fault Side 2

/[ Earth Fault Pickup and Dropout Side 2 A-N
I [ Earth Fault Trip Times Side 2 A-N

Hardware Configuration

- Connection Diagram

- M CB Trip Time Test Information
- %® CB Trip Time

I_‘Z_--w--‘1‘--\‘--z‘--\"-a"-.“-4‘”.-“5-”.-”

Test Object - Device Settings

Substation/Bay:

Substation: substation Substation address: substation address

Bay: bay Bay address: bay address
Device:

PB423 Nanufacturer: ALSTOM

Device type: Transformer differential Device address. 1

Serialmodel number.  123456M

Additional info 1: information

Additional info 2: MiCOM P642

Hardware Configuration

Test Equipment

CMC356 DNG3SE

Hardware Check

| Performed At |Res||l| |D=hils

| 472872022 6:28:47 P | Passed |

Connection Diagram for Schneider MiCOM P642

Trip Side 1
Trip Side 2
Pickup

CB aux. Side 1 {52a)
CB aux. Side 2 [52a)

|4 Side 2
IB Side 2
IC Side 2
IN Side 2

n”yinon 7
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[ Easergy Studio v9.3.4

Studio Explorer X

=

4 3 | | B

B @Eystem [RAX TEST EXAMPL

£ g Device [P642]
@] Connections

001_Groupl
001_Group2
001_Group3
101_Groupt

7 DNP3

) Menu Text

{7 MCL 61850

@ CID 61850

@) Measurements

) Events

{3 Disturbance Records

< >
Properties: 001.set 1 x
~ Basic properties

Comment

Name 00Lset
~ General Information

Creation Dab 01/05/2023 12:41:2§
Data Model F C:\ProgramData\schy
File Is Hidder No

File Is Read< No

File Present ¢ Yes

Last Modified 01/05/2023 13:26:0§
MDS Checksu SAS4COED2FOFA IEA
Model Numbs P§4231SDBMOB20L
Path C:\UsersYocaladminy]
Size 6326936

Type 642

4 startpage  [Fle  IE Tools

Q #F &

~"RAX TEST EXAMPLE.P642.001

7 View = [Z|File comments | (@

Name

SYSTEM DATA

DATE AND TIME
CONFIGURATION
CT AND VT RATIOS
RECCRD CONTRCL
DISTURE RECORDER
MEASURE T SETUP
COMMISSION TESTS
OPTO CONFIG
CONTRCL INPUTS
CTRL I/P CONFIG
IED CONFIGURATOR
SECURITY CONFIG

-3
=
-3
=
=
-Ca
=
-3
(=
-3
Ca
-3
=

H5Z Status

In(2 %
Cross blocking
CTSat and NoGap

Th5) >
Circuitry Fail

g GROUP 1 INPUT LABE

[ Group 2
[ Croup 2
By Group 4

Zero seq filt HV
Zero geq filt LV
2nd harm blocked

5th harm blocked

[Cg GROUP 1 CWERCURRENT
[ GROUP 1 SUPERVISICN

7277 0°21N1 X1 PN

=337 0NN DY 0

0 &=

Save [ Saveas |23 Copy [ Paste + | Search:

Value Address (C.R)  User note

Test Object

Ele View Function Block Porameter Help

IR

=5

Relay
I A R SStings
Enabled 31.01
Advance 3l.02
1.000 PU 2l.03
30.00 % 31.04
1.000 PU 21.05
80.00 % 31.06
0z 21.07
1.500 PU 3l.08
£.000 PU 31.10
Enabled 31.11
32.00 PU 31.12
Dizabled 31.20
Dicabled 31.21
Enabled 31.28
20.00 % 31.29
Enabled 31.23
Enabled 31.2B
Enabled 2l.32
35.00 % 31.34
Dicabled 31.40

15 = = :

[ GROUP 1 OUTPUT LABELS

[E] Seipt Funcions

&

n”yinon 7

‘Tnen Ipnnyi

p1Ian "mavy

9 GROUP 1 SYSTEM CONFIG
& GROUP 1 DIFF PROTECTIO
9 GROUF 1 REF PROTECTION

-3 GROUP 1NPS OVERCURRE

5 GROUP 1 OVERCURRENT
£ GROUP 1 THERMAL OVERL
) GROUP 1 EARTH FAULT
9 GROUP 1 THROUGH FAULT
£ GROUP 1 OVERFLUXING
9 GROUP 1 VOLT PROTECTIO
9 GROUP 1 FREQ PROTECTIO
£ GROUP 1 RTD PROTECTION
9 GROUP 1 CBFALL

) GROUP 1 SUPERVISION

9 GROUP 1 INPUT LABELS
£ GROUP 1 OUTPUT LABELS
9 GROUP 1 RTD LABELS

£ GROUP 1 CLIO PROTECTION

S it Nome. D | Foreign D | Description Reference value | Value [Unt  |MinMax |Formus

= v »|V TransDiff  PARAMET 3101 Enabled
g SisTa DT P e e e B
5 MEASUREMENTS 1 LY w1 PARAMET 310 100 U o010 250
) MEASUREMENTS 2 LY oK PARAMET 3104 3000 % 000 15000
€ DATE AND TIME v k2 PARAVET 3105 100 Y o 1000
€ CONFIGURATION Ve PARAMET 3106 2000 % 500 15000
£ CT AND VT RATIOS v oFFLs PARAMET 3107 000s 000 1000
£ RECORD CONTROL v scts PARAMET  31.08 150 PU 010 250
© DISTURE RECORDER Y eHs PARAVMET 3110 200 U 280 20
€ MEASURET SETUP H
) COMMUNCATONS |V Hs2Swws  PARAMET 311 Enabled
5 COMMISSION TESTS Y eHs PARAMET 31,12 200 U 250 200
& OPTO CONFIG ||V zeoseafitHy PARAVET 3120 Disabled
& CONTROLINPUTS V Zeoseqfitly PARAMET 3121 Disabled
) CTRLI/P CONFIG |V 2ndhamblock PARAMET 3128 Enabled
9 IED CONFIGURATOR TV b PARAMET 3128 2000 % 500 5000
© SECURITY CONFIG 10 Cross blocking PARAMET 3128 Enabled
G0 VIRI/P LABELS | |v CTSstandNoG PARAMET 3128 Enabled
2 s v snhambiock PARAVET 3133 o
9 CTRLI/P LABELS LY b PARAMET 3134 B0 % 0o 100,00
& Growp 1 V. Circuitry Fail__PARAMET _31.40 Disabled
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CONTROL CENTER

Test object data
(XRIO)

Used device(s), wiring
(Hardware configuration)

Test function 1

Test function 2

Test function n
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WIRING TEST

CRON Diff Configuration - [Wiring Test in Schneider M

] E

Test Hardware

TestData | Test

Object Configuration
Test Setup

- Time Trigger

Test View: Wiring Test in Schneider MiCOM P642 RAX

General Binary Out

Start/Continue

L |

Test Execution

Stop Pause Clear

=)
;4 I s‘:"j @\Mamml Assessment ~
o

Report =) Comment
Settings ™
Test Documentation

[ Test Points

Itest

@ oo

| Result |
Testing

Exit & Return to
Schneider MiCOM PG42 RAX

Single Line View for Protected Object (YY0) = R

b=l Phasor View: Wiring Test in Schneider MiCOM P642 RAX >0 x
Signal Magnitude Phase
-180.00 *

P-12 1.000 A 60.00 *

IL1=1.00A 180.0°
IL2=1.00 A 60.0°
IL3=1.00A-60.0°

IL1=036A00°
IL2 =096 A-120.0°
IL3 =096 A120.0°

P-L3 1.000 A -60.00 =
962.0 mA 0.00°
962.0 mA -120.00 ©
962.0 mA 120.00 ©

Fault type

L1243

Phasor View | Report View

Status History

) Overload Monitor

Binary Inputs

0 % (01:51)
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A-B-C in Schneider MiCOM P642 RAX]

N Diff Operating Charz

[Diff Operating Charactes

g, Time Trigger
Test  Hardware * 9

Object Configuration

Start/Continue  Stop Pause  Clear

B
12 >3
Single Static | Report (=] Comment
Test Output | Settings™

> @ Manual Assessment ~ -

Exit & Return to
Schneider MiCOM P642 RAX

Test Setup Test Execution Test Documentation
Test View: Diff Operating Characteristic A-B-C in Schneider MiCOM P642 RAX ~ O x |l Report View: Diff Operating Cl ic A-B-C in Schneider MiCOM P642 RAX ~ox
Shot Test | Search Test | General inary Out Operating Characteristic Diagram Diff Operating Characteristic A-B-C:
- Idff [in]
TestLines
235 ,/ Test Module
Ibias | 1diffnom | i ’f Name: OMICRON Diff Operating Wersion: 431
Characteristic
° 1.001In nja 0.9%6In Test Start: 02-May-2023 08:45:27 Test End: 02-May-2023 09:47:32
@ 150nn nja 0.987In 200 User Name: Manager:
@ 2000 nja 0.973In Company:
@ 250nn nja 0.9621In
g 3.00In nfa 0.9531In 175 Test Results for Fault Location L1-L2-L3 at Reference Side Primary
3.50In nja 0.947In
© 1001 e Comm Ibias o el |t o |peveren |peviabs) [SPETKstate [Result
150 1001 nia 0.996 I nia nia Tested Passed
1500 |wa 0887 |na wa Tested  [Passed
200n |/ 08730 |na w2 Tested  [Passed
125 4 250n |/ 0sa2n  |na s Tested  [Passed
3000 |nfa 088 |na w2 Tested  [Passed
350 nfa 0.947 In nia nia Tested Passed
4.00 In nfa 1.020 In nia nia Tested Passed
1.00 H
Test State:
075 q Test passed
7 out of 7 points tested
7 points passed
050 0 points failed
025
J
000 T T T T T
2 3 4 5 §
Ibias [in]
e
[-Fault Type
Resolution
| o I \
Result
[ - |
Phasor View | Report View

[Statu; H\;tnry]

{0 Overload Mnmtor]

[ery \nputs}
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N Control Center - Schneider MiCOM P642 RAX

Insert Text View

Cut & &l Open
& » h Manual Assessment = Lt
# w0 > 5 &
Copy » o e Test Options
Start/Continue Clear | Stop Pause | Start/Continue Clear | SetAll | Report (=) Comment )
[T Paste ~ Al Al Reports~™  Settings ~ o Verify ~
Clipboard Test Execution Test Documentation Extras

[ Schneider MiCOM P642 RAX... X
=~ [E Schneider MICOM P642 RAX.occ R R R R
Test Object - - - - - - - - - - - - -
(& Hardware Configuration OMICRON PTT
Connection Diagram
# M Instructions

# M Wiring Test Information
# @ Wiring Test i . .
@ Initial Test Differential Protection
[ @ [ Differential Protection Side 1 and Side 2
T |} Diff Configuration Test Information

T @ Dff Configuration Side 1 A-N

i @ Diff Configuration Side 1 A-B-C Schneider MiCOM P642

[ @ Diff Configuration Side 2 B-N Ftw. H .
i @ Diff Configuration Side 2 A-B-C So are Version: B1

..[Z @ Diff Operating Characteristic C-N
I @ Diff Operating Characteristic A-B-C

I @ Diff Trip Time B-N Company: EL-TESTLTD
T @ Diff Trip Time A-B-C
T @ 2nd Harmonic Restraint Test Person: Alexander Lozdernik

[ @ Sth Harmonic Restraint
Test Date: 02-May-23

Report Status:

Number of Test Modules: 15
Number of Test Modules Passed: 13
Number of Test Modules Failed: 0

Test Object - Device Settings

Substation/Bay:
Substation. Substation address:
Bay. Bay address,

Ctatie Hictnrs
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==} Horizontal Iffﬂ
(i)
Fault Line Tra Switc Other Te Ungroup Clear all Enable t Copy graphics to
= E = t E y results editing CL dipboard
Elements Grouping Arrange Test IEC 61850
Document = ° Settings are read-only due to existing test results. Enable editing | X ;
Overview Power system F ey Yo W - e v+ |51 2 ok System under Test 1
Report Relg‘ MNominal frequency:
E Default voltage L-L (prim.}:
System under Test Infeed Transformer Narminal power: -
=} Power system CcTe Default grounding: Solidly v

Test set configurations

B Configuration 1
8 CMC 356 - CMC A

Test cases
W Test Manager
W Stability Tests
% Faults in Protected Area ‘

& Configuration 1
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L= - —
S i ol =
Duplicate Delete Local Connectto A Device Low-level Clearall Enable Check
configuration configuration sync remote test set Link outputs results editing wiring
Test Set Configurations Test Sets Test
"’!' Document o Settings are read-only due to existing test results. Enable editing | X :

Overview Analog outputs

Report

System under Test .
Voltage: 4x300 V =

= Power system
Current:

Test set configurations =

B Configuration 1

Relay Terminals
8 CMC 356 - CMCA
L
L2
3xl 1

Test cases X ;3: & | ¥

W Test Manager L
W Stability Tests 3% 2 i a§

W Faults in Protected Area N:

Test steps:
E o

& Configuration 1



TEST SET CONFIG mamm

Up [—
= -

=2 5% o | DO I =

Duplicate Delete S Local Connect to ISIO Clear all Enable
configuration configuration sync remote test set 200~ results editing

Test Set Configurations Test Sets Binary Inputs Test
E] Document o Settings are read-only due to existing test results. Enable editing | % §
Overview B Analog I

8 Report

Front side

System under Test

Debounce time: 3.0 ms
=} Power system
Deglitch time: 0.0 ms
Test set configurations ez

B Configuration 1
& CMC 356 - CMC A

Relay Terminals

Test cases
g Test Manager
W Stability Tests
N Faults in Protected Area

Test step:
|
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Fault

-
% % 4 5 & | @ i
p# a (] Q # Down ﬁ (] @ - WD
Simulation test | Iterative i D Duplicate Delete test Vai Define Set assessment Assess Clear Exportto  Copy graphics to
settings Closed-Loop  faul: - teststeps  steps parameters measurements  conditions manually = results ~ | COMTRADE clipboard
Setup Manage Test Steps Define Test Steps Results
ﬁ = Fault on HV Winding HV Winding Fault - Fault type HV Winding Fault - Fault resistance (RF) Trip ¥ | Time stamp Comment
1 | € Passed L1-N 0.0000 Q 25.1ms | 12/23/2016 10:22:44 AM
E 2 | € Passed L1-M 10.000 O 26.2 ms | 12/23/2016 10:22:47 AM
3 | @ Passed L1-N 100,00 0 35.6 ms | 12/23/2016 10:22:52 AM
4 | Passed L3-11 0.0000 O 189 ms |12/23/2016 10:22:56 AM
o |z oo I
6 | @ Passed L3-11 100.00 Q2 37.2ms | 12/23/2016 10:23:04 AM
7 | @ Passed L1-12-13 0.0000 O 17.7 ms | 12/23/2016 10:23:09 AM
- Cursors Infeed ¥ HV Winding Fault
I A: 32929 ms I B: 600.00 ms : @—F Name:
©B-A=27071ms Initial state:
4 Transformer & Relay- 31 Fault type: [ JIERE v
Primary < i
i 37888 A 335" R
’ : g . I 0 | ST 1]
IL2: 11425A - -13602° 1 d
IL3: 88985A = 60.07 © 0] 112 (3 1)
107 I3 O rr: &
Secondary -20] @ rra: 0.0000 Q
L 84828A .  4406° —
12 117654 . -11912° & Relay o Fault inception
" - < -
1L3: 439353 A - 94.85 £ “ 7(\ ®) At inception angle:
WAL AL THTAW e |
cos{p): -0.9950 o 1. ‘ ,- H " .‘ |, 1I ‘l \ \I!/' -/ 112 (3x1 2)
AVTVYYVYY AL WYYV VYTV J \/f il TR ]
- CTA 501
I L1 sec: 16702A - -79.03 % i
i IL2secs 45700mA = -136.02° & Relay - Binary outputs
113 sec: 16727TA - 100.84° 1 I
' i \ Tip
| I 1
- CTB
L1 sec 33900mA . 4406° | i, A
. t/ms
{112 sec: 47100mA = -11932° f T T T T 1 T T T TETE | T T N 50000 s |
IL3 se 17.600mA = 94.85° 0 100 200 300 400 500 600 e
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Transformer Differential Protection

Creation date / last modified: 02/05/2023 10:50:45 AM
Created by: Alexander Lozdernik
Execution date: 12/23/2016 10:27:14 AM
Executed by: Alexander Lozdernik|
Executed: 300f 30

Issues: 0

Passed: B0

Failed: 0

Overall assessment: Passed

System under Test]

Nominal frequency: 50.00 Hz

Relay

Manufacturer:

Device type:

Device address:
Serial/model number:

CTA 250.00 A:1.0000 A
Type Three-phase

CTB 2.5000 kA : 1.0000 A
Type Three-phase

CcB

Breaker type: Three-pole
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